Tl)'s RoLD Virtual Forum on Cybercrime
Tungiauan 18 Tquigu w.a. 2563

Keynote address by
Mr. Jeremy Douglas, UNODC Regional Representative
U1gnan 1ag

wgasl fnana gunuussinginaedeny iusenieddduazwudiin drdnamdimgean

fin LazeuyInTsuleanlszsnef  (UNODQ)

Good Evening Ladies and Gentlemen.
GBI RGHEECIRVIR,

On behalf of the United Nations Office on Drugs and Crime, it is my
pleasure to be a part of this virtual discussion of the Rule of Law and
Development Programme initiated by the Thailand Institute of Justice.
This is a very important opportunity for UNODC and our long standing
partner the TlJ to have an open discussion about cybercrime, current
trends, challenges faced, and how we contribute to building a resilient
cyberspace in Thailand as well as the greater ASEAN region.
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Modern technology has transformed the way we communicate and
live day-to-day and has shifted the economic and societal focus of



countries within Southeast Asia and the Pacific. With the advent of
“Thailand 4.0”, the country aims to transform the economy by fostering
and embracing creativity, research, and development through
digitization. Such a digital transformation also requires the country to
face major challenges including cybersecurity and cybercrime.
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The development of cyber space has also created new
opportunities for criminals to exploit, launch a destabilizing threat, and
or disrupt services associated with critical infrastructure of a nation. The
risks associated with the misuse of cyber are also borderless, and often
exacerbate traditional trans-border crimes such as drug smuggling, and
human-trafficking, and there is a need for diplomacy. ASEAN will need to
overcome intra-bloc differences operationally and strategically by
fostering partnership among governments and private entities.
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Ladies and gentlemen,
U VTNGEEC VIR

The cyber threat landscape is transforming rapidly in Thailand and
Southeast Asia. More and more critical infrastructure is being
connected exposing it to the new threats. Hackers are constantly trying
to access and steal data related to regional political, economic, and
military issues with the design of sophisticated malware. The evolution
of malware has contributed significantly to the development of what my
cyber team refers to as an attack landscape. Network based
ransomware cryptoworms are also on the rise, eliminating the human
element in the launch of ransomware campaigns. A rise in the use of
unmonitored and unpatched loT devices have made companies more
susceptible to botnet attacks. Malicious e-mail scams, business email
compromise and phishing are still prominent in the region and remain
one of the vital tools for criminals to disseminate malware along with
social engineering techniques.
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With the rise of the Internet of Things (loT) devices being used
within the government and private infrastructure, Distributed Denial of
Service (DDoS) attacks have increased in severity and scope. Romance
scams also remain a prominent method of fraud using social media
whereby victims are tricked into involvement into romantic situations,
and then drawn to crime including fraud, or their blackmail. And online
Child Sexual Exploitation is also on the rise within the region where
predators watch abuse on live-streaming sites with a form of payment
through pseudo-anonymous cryptocurrencies.
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Thankfully, over recent years, several websites containing child
abuse materials have been taken down by Thai Authorities. UNODC
commends this work and the proactive approach carried out by
authorities to apprehend pedophiles.
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At the same time, the sudden boom in ICT has given rise and safe
havens for transnational organized crime groups online through various
anonymous black marketplaces. These groups are able to quickly adapt
and exploit technology making it more complex and sophisticated for the
criminal justice system to detect, deter and disrupt criminal activities
online. Thailand is no exception.
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The use of the Internet and more specifically its hidden side, the
“Darknet”, for selling illegal commodities has increased substantially on
a global level and Southeast Asia is also a victim in this regard. By
exploiting anonymity provided by relay networks such as TOR, combined
with other easy to learn and acquire obfuscation techniques, an
individual can train and collaborate on crime, sell or buy almost any kind

of illegal merchandise, and pay with virtually untraceable or pseudo
anonymous cryptocurrencies.
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Darknet entrepreneurs were quick to seize the opportunity to
monetize the advantages of network anonymity and create hidden
services that freely advertise illegal or controlled items over the Internet
such as drugs, fake or counterfeited IDs/passports, firearms, cybercrime
toolkits, child abuse material, protected or endangered wildlife products
and so on. These activities have also proliferated a crime-as-a-service
model where various types of criminals, from hitmen to hackers to
scammers or kidnapers, offer their services on hidden services or
platforms hosted on Darknets. Recent engagement of UNODC with
member states highlights that countries within Southeast Asia have
relatively low or disproportionate understanding and awareness of the
cybercrime threats they are facing.
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With several lockdown measures applied by governments across
Southeast Asia and the Pacific due to COVID-19, social distancing has
resulted in increased isolation of individuals, encouraging people to use
the Internet for purchasing essential commodities needed for daily life.
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The fact is that cybercrime poses significant risks to economies
worldwide. We have extensive experience countering cybercrime and
will continue to provide technical assistance through long-term whole-
of-government responses. We will also continue to closely cooperate
with, guide and advise key partners to minimize duplication of effort,
help deconflict assistance, and serve to aid the building of a
comprehensive threat picture. Our engagement with ASEAN Member
States to date has positioned us as a trusted partner for matters related
to cybercrime issues and we are uniquely placed to provide support to
Member States in both the short term and longer-term. A couple of
highlights include;
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e We have been providing operational mentoring and capacity
building training to criminal justice authorities to detect, identify,
collect, and investigate criminal activities in the Darknet using
Cryptocurrencies; Online Child Sexual Exploitation; and to use
Cyberthreat Intelligence in counter-terrorism operations.

e We have helped establish the first Digital Forensics Laboratory in
Lao PDR.

e We have also been developing a “Cyber Threat and Darknet
Assessment” of ASEAN countries, obtaining necessary information
from law enforcement, legal and policy counterparts to analyse
capacity and the cyber landscape. UNODC will launch the report
this year.
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In closing, UNODC will continue to support the region to address
urgent issues and challenges, importantly strengthening global digital
cooperation to ensure trust, security, and stability in cyberspace in line
with the Secretary General’s Roadmap for Digital Cooperation. And we
do this with our PNI partners like TlJ and with the Government of

Thailand.
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Thank you.
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